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Modern Print

The world as we know it is changing
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Microsoft Modern Print Platform

* “Modern print is Windows' * "Driverless printing architecture
preferred means of built into Windows.
communicating to printers, » Replacing the traditional driver-
including the Internet Prlntln_g dependent print stack with a
Protocol (IPP), eSCL scanning, more secure, simplified, and
and Universal Print.” consistent solution across all

Windows devices."

Collection of features for Microsoft’s vision of printing
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Microsoft Modern Print Platform

* Key Terms:
* Mopria
* Windows protected print mode (WPP)

* Direct Print requiring line of sight
* Print support applications (PSA’s)

* Universal Print
« A way to reduce the need for an intranet with limitations

« WPP, PWG IPP, Mopria, Driverless, PSA’'s, Wi-Fi-Direct, WSD...
A paradise world for the Alphabet Soup Chefs (ASC’s)
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™% * Formed in 2013 by Canon, HP, Samsung, and
- = Xerox

 Created to standardize mobile printing

a»
0 * Provides specs and certification tools for device-
‘ l lOprlQ printer communication
* Supports local and internet-based printing

- Uses IPP, PWG, WSD, mDNS, Wi-Fi Direct, eSCL,
IPP FAX

« Standards managed by multiple working groups

* LRS is an Executive Member of the Mopria
Alliance
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Windows Protected Print (WPP)

 Disables all print drivers except for the built in Microsoft IPP class
driver

* Disables PrintUl and other connection mechanisms

« Enforces printing to Mopria certified devices only using Microsoft’s
drivers

» Windows verifies printer compatibility and abilities using IPP
communications (if it can find the right device.)

* May be enabled by GPO, but currently no way to prevent accidental
activation by an inquisitive end user
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Windows Protected
Print (WPP)

 Generates PDF'’s

s g1 Microsof

Attributes re you sure you want to use Windows protected print mode

» Supports Universal Print

« User must be authorized in Entra om your devices.
ID

is will remove printers that are not compatible with Windows protected print mode

Cancel
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Microsoft Future

* Eliminate Windows Print Servers

* Everyone just prints locally or via
universal print

* Focusing on end user generated
print (Front-end printing)
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Windows Protected Print (WPP)

Bluetnﬂth & devices W FrinterS & scanner Are you sure you want to use Windows protected print mode?

This will remove printers that are not compatible with Windows protected print mode

And @ printer oo scannes
from your devices

mmm  LES - Infrastristure
- Cancel

Printes peafefencod

Windows protected prnt mods
This featone heips ansure the baewt security standand § iy o bt M £ EFGAAH o e P . AT YRR e et n e

t security ssandard Learm mone

Al Wendona 10 Manasgs ey delaull pnhes of e

Downlogd drivers and device software ower metered connections

ks chasmes mary Sty

on .

Belated sottings

Pring senved properhes [
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Windows Protected Print (WPP)

Bluetooth & devices » Printers & scanners » LRS - Infrastructure

i LRS5 - infrastrusctune Printing Preferences * Microsoft IPP Class Driver Advanced Options x
Layoud  Paper,Chsalty | ||@=8 Microsoft IPP Class Driver Advanced Document Settings

EI'\I;I Pa P Er_-'rG I.ItFl ut

Crrientation: f | Paper Size: A4
A Portrait l s Copy Count: 1 Copy
Prnt on Both Sides El% Docurment Options
Side 1 Lide 2 [ o Colour Printing Mode: Colour
gk ¥l on Leag bage | El% Printer Features
Page Order: - Stapling: None

- Document binding: Mone

Front to Back

- Hele punching: |Watas

Hele punch dual left
Hole punch dual top

Hele punch dual right

[= b= [=

Hole punch dual bottom

DK Cancel ; Cancel
r -
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Printer Support Apps

2. P5A — custom print
preference LI

Third Party tools
which allow for
customisation of
the printing

User opens pri hrhsi o
dialeg [Cntl+P) APY mcditEs peln
data

rrrrrrr

5. Print system
Uzer :
spools XPS to disk
N - —T
|
rint system
- Print system r'-IS':EF"it
WS -
enerates XP5S
B e DL requested
printer [rendering
‘lr\'/,g rint job)

*> (RS
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LRS Response

* LRS will continue to handle * LRS is actively developing a
. Printer installation robust WPP Mopria-compatible
solution that allows your

* Security via encryption organization to work as it always
* At rest has
* In motion

e Data stream conversion
 Policy enforcement

« Access control

» Specialized print applications
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Cloud Strategies
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Cloud first, Cloud all?

« | asked Al why companies try to move everything to the Cloud

« Here are three of the most common and compelling reasons companies shift their IT operations to the cloud:
« O 1. Cost Efficiency

» Reduces capital expenditure on hardware and infrastructure.

» Converts fixed costs into variable ones—pay only for what you use.

« Minimizes maintenance and upgrade expenses by outsourcing to cloud providers.
. 2. Scalability and Flexibility

« Easily scale resources up or down based on demand.

« Supports rapid growth without the need for physical infrastructure changes.

« Enables global access and collaboration across distributed teams.

- & 3. Improved Security and Reliability

» Cloud providers invest heavily in cybersecurity and compliance.

« Data backups, disaster recovery, and redundancy are built-in.

« Systems are monitored 24/7, reducing downtime and ensuring business continuity.
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Why are 80% of companies repatriating?

&R 1. Escalating Cloud Costs
» Cloud pricing can balloon over time, especially with storage-heavy or legacy workloads.
« Companies like 37signals reported saving millions by exiting AWS.

« Subscription fees, data transfer costs, and unpredictable billing models often outweigh initial
savings.

« © 2. Compliance and Data Sovereignty

 Industries like healthcare and finance face strict regulations (e.g., HIPAA, GDPR).

« Keeping sensitive data in-house helps meet legal and internal policy requirements.

« Some organizations prefer direct control over where and how data is stored.

. 3. Performance and Architectural Control

» Repatriation allows for tailored infrastructure optimized for specific workloads.

« GEICO found cloud reliability issues and architectural limitations that hindered performance.
« On-prem setups can offer better latency, customization, and integration with legacy systems.
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Hybrid Cloud Trends

Cloud as a Platform  Print as an loT Cloud Economics
The cloud is a Solution Transitioning to the
powerful platform— Print services align cloud doesn’t
ideal for certain more with loT than necessarily cut costs
workloads, but not a SaasS. It's not just at the enterprise
one-size-fits-all about browser level—it redistributes
solution. access—it's about capital across
connected devices different operational
and smart areas.
infrastructure.

PNTTI | RS USER GROUP 2025 | &



Networks and Architecture

*SYIIIN | RS USER GROUP 2025 [






So what are
companies doing?
* Workstations on the open

Internet

* Printers either on the open
internet (less common)

* Printers on an isolated subnet
« So how do | print?
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Strategies for the new world

IPPS o
Internet Py
Printing MOoPra
Protocol Print. Scan. Go.
HPPS over the open Mopria Cloud Pull print only
internet

All of these things struggle with real,
backend print.
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Al
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Is this real or is this another buzz word?

* Yes.
« Some companies are promoting old automation strategies as Al.

« Some are creating new and innovative interfaces into real Al engines
« Gemini
» Co-Pilot
« ChatGPT
 Efc.
Al is really good at generating anything that has an A->B need but there are
requirements
« An appropriate data set
* Processing
* Money
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What to consider

» Get educated. Many things are good candidates for Al

 Look at cost in the Cloud. Also look at cost to build it in house — many
companies are repatriating Al engines.

* What about output management.
 More on that later.
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Product Update and Roadmap
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Product Update
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 New stuff released

* Product updates
« VPSX Family
* MFPsecure/Print
 MFPsecure/Scan
« PageCenterX

* Process updates

 Futures
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VPSX family - Quota

* What is Quota?
* Why, after all this time?
* How might it be used?
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MFPsecure/Print updates

* Agents are always being improved
» Underlying infrastructure and security

* Language additions and adjustments

* | printed it to my personal print queue but | did
it wrong. Now what?

« Some agents allow for adjustment at release time
now

* Oh, Brother!
« Canon I-SENSE and ImageCLASS models
* What is meant by supported?
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MFPsecure/Scan

* Web Ul — Changes in the Web and legacy Uis
« Google Drive, Google Mail, FTP

* Devices are always changing
 HP Hi Res screens

* Real time adjustments at the MFD

« Language adjustments to OCR

* New job processor

 Numerous customer enhancements

| S—
Secure Scan
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PageCenterX

* Added Drag and Drop functionality for moving documents

g3 2
fr  Current folder path: t] £ W
how: | Folders/Documents ~

[ File = B Advanced = Options =

Marme Status Revision
MNormal
Mormal
Normal
Normal
() Mormal
Normal

Maormal

Normal
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PageCenterX R4

« Gateway authentication
» Authenticated transactions
« Multi factor authentication?
* That’s up to you.

* New Ul

Licscalm Putlc

Brivale

Pubslic - Updala

*> |}8
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Process updates
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LRS Knowledge Base
Process Updates

* KnOWIGdge base Eearch (minimum 3 characters)

* Enhanced release notes

. Training ggggnﬂed Release Notes - MFPsecure V1 R4.0 Fix

 Documents
- NOTE: Customers using the HF Agent and upgrading to MFPsecune 1.3.54 or later must upgrade the HP Agent
i P rese ntatl O n S o WIRI 054005 immediately following the MFPsecure upgrade, Redeployment is nokt required.

HP* devices will requing FutureSmant 5.6 or higher o support TLS 1.3 with SecureScan. Howeyer, due to

o VI d eOS frmieare iSSues on varkou 5 dewioes TLS 1.3 may result in the 49, 38,00 érror,

e Quizzes
. Watch Parties <> RS &> RS &> [RS

2igy | VYPEXOirwetPrint Clowd 7
ARE Quess instalation The Chant Approach for S8 isatabatian and Confgeration

VPSX Enterprise-LRS/ Quewe installa VPSX/DirectPrint Cloud - The Client Personal Print Manager - Installatio
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Board Members

- —g= 4= __Canom / S
Mopria Initiatives » =

Executive Members

» Who is Mopria? Adobe brother DIEX EPSON FUJIFILM

at your side imaging
« Why did we join?
3{ J _ FIKYOCERE B Lexmark @ [AS  E® Microsoft PANTULM
 Technical working group

+ Cloud Working group PRl /AX RICOH SAMSUNG TOSHIBA XEerox

 Cloud Tiger team YSOFT
* Enterprise Working Adopters
Group A xatun OKI vivo
* Enterprise Tiger Team
» The problem is . . . R
P /LPSALPINE ms paperCut. Qualconn EYRISO
-m TUNGSTEN
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LRS Mission Control

To infinity and beyond!
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LRS Mission Control

 Available and encouraged.
* A Platform. This is the basis for LRS SaaS offerings

* Runs in Microsoft Azure
* Front Door
* Terraform
« Database(s)
« Storage
« CPU
* Ad infinitum
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Customer benefit

* LRS Mission Control platform is * Provides license distribution
iIncluded in onsite licensees . R4 is prerequisite

* Provides Analytics

[ sccimn roncr R oo |
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LRS Mission Control

* How to think about SaaS costs:
« Base infrastructure — Azure, Development, Maintenance

« Usage of various facilities
* Access
Infrastructure creation and deployment
Analytics
CPU usage

Various storage
« Base files
« Database components
« Database consumption

* Note that for onsite products, the customer pays these same
things and assumes certain risks!
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Some LRS Mission Control Concepts
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Environment
» LRS/Gateway Environment (On * LRS Mission Control Hosted

Premise) Environment

e This is included with LRS * A single instance of LRS Mission
Mission Control. Control resources. Customers may

. require multiple instances for

» We do not charge for this per se, purposes of managing the Azure
but the cost to the customer is data storage regions or for
the onsite licenses they pay us production and testing. Each is
for PLUS the infrastructure to considered a separate LRS
run our products. Mission Control instance and will

iIncur an additional LRS Mission

* You may have more than one of Control Hosted Environment fee.

these within prescribed limits.
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Levi, Hl:-":_;l & Shoup, Inc. - Demag Lawi, Fay & Shoup, Inc. - Dema

dufd EDR Enwingeamaeni

48 LRS Mision Contral Hasted Ervironme
Canmechas i
I o
Eant 15
Existing LRSGaiewoy F 1 ot Eroge
—.

Demo Environment

“onnecied - All LRS/Gobeway Modas |
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Single Hosted Environment

 This will be typical
* This provides a basis for products to run
* But —

« Some customers may have some unforeseen need
for a second environment
* Location?

 Test? (I believe this is something we should
discourage)

« Storage segregation? o
« Who knows — but . . . LRS Mission Control

* A second environment will incur a fee that the first
did not.
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Innovate/Audit Cloud - Available today

» Accepts data from both LRS/Gateway and Hosted environments.

* |If you have LRS/Gateway environment(s) (On Premise)
 Innovate/Audit (AuditX) must be installed.

» Hosted Environments send data to Innovate/Audit Cloud only.

¢ Licensed _nncwme;’.@ditclu::ud
. B Expires: 1/1/2026
y storage and -
* By user —“ MB used of 10 GB
=

—
Y e | lecar e
& Manoge User Licenses
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Total Jobs Cost Breakdown Jlob Count

30K
160K 9.23K {11.05%) 16.08K (19.15%) )

i 20K

Total Pages Monochrome 2

@ Color E
T . 5 6 M Paper = 10K
Total Impressions £9 &3} [60.99) -

' Jul 28 Jul 30 Jul 31 Hupg 01 dug 32 FAug 03 Aug 04 Aug 05
Top Printers by Print Volume Top Departments by Cost
Total Cost i -
Monochroma @ Color ECM Software - Product Davelopment

8398'( P163 Undefined

ECM Software - EMEA Administration

P10z
EOM Software - NoA Channel Salas
PD13205 _ o .
_ _ EC Software - MA Sales Administration
Possible Savings Po74152

E ECh Software - M.A. Central Sales
Porildf

Reports are environment-specific, generated in Power Bl, and
represent a superset of the current |/A Reporting capabillities.

Innovate/Audit Cloud
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VPSX/DirectPrint Cloud - Available
today

* Just like VPSX/DirectPrint, but without any onsite server

* Though the name says VPSX, this is NOT VPSX, but rather written
for LRS Mission Control specifically

* The workstation agent used is the exact same — Personal Print
Manager.
* This means the same look and feel
 Driver uploads are the same
* Direct Print is the same
* Location data is . . .
* Floorplans are . . .
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O yisis Print Serses Seoure Print DeskioD ApD Aasdit

Printer Lizt

Printer -
Locatior Hestnome,/IP Description

- N
=y IMC300

EBMFSESERMTVECF Y Bioen 1M L300
=3 LINDSEYHOME
= HPIF ZEBF3

S LOCALHOST-S0CK 0

k| A Localhost Socket Test Frinber

i MELBOURNE!

Tl
= |
b

109612018 H# Laser et H4020n

VPSX/DirectPrint Cloud
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MFPsecure/Print Cloud

 Allows users to print to a personal print qgueue and retrieve jobs
from the device

« Jobs can be either Direct Secure Release or released from
MFPsecure/Print Cloud

* If they are Direct Secure Release, then the workstation must have
ine of sight to the device

* If they are released from MFPsecure/Print Cloud, then it is the
same as Internet Only printing.

« Submission is done via Personal Print Manager, same look and
feel as onsite products to the end user.
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MFPsecure/Print Cloud

* Licensed by user
« Enforced by safeguarding the add of a PPQ in PPM

* These are named users.

* The initial agents:
« HP
e Canon
* Ricoh
 Lexmark

» Agent deployment requires a Broker (PPM with line of sight to the
printer) except for HP (Detailed to the SE team tomorrow).

» Agents work the same way as any Internet Only Agent.
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Chst b il S i Cabire Pk Deskltip App A
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E g Corson Prirdesrs ] =y Perso kD) List i} ] Eacure Proit Apo Selking

wl

MFPsecure/Print Cloud
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MFPsecure/Scan Cloud - a product

 This is coming.
* |nitial release will be scan to My Email and My OneDrive
* Licensed by users
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MFPsecure/Print and Scan Cloud
Timelines

« End of August
 MFP/SecurePrint Cloud, Ricoh Agent, HP Agent

* End of September
« Canon Agent
« Lexmark Agent

 Mid October — Phase 1

« MFPsecure/Scan Cloud

« Scan to My Email
« Scan to My OneDrive

« HP and Lexmark agents
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MFPsecure/Print and Scan Cloud

Timelines

* Mid-November — Phase 2 - Scan
« Canon Agent (with page limit)
* Ricoh Agent
« Review plan for other potential agents
« Xerox? KM?
* End of December — Phase 3 — Scan - HP, Lexmark, Ricoh?
« Scan to PPM Address book (email, OneDrive)
« Scan to local folder as user (methods being discussed)
« Scan to Teams
« Scan to SharePoint
« OneDrive folder navigation
 PDF combining
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MFPsecure/Print & Scan Cloud Timelines
* End of January — Phase 4

« Update Canon Agent to remove page limit

 End of March — Phase 5 — HP, Lexmark, Ricoh

 SecureScan Cloud Additional Features
» Document processing and custom profiles
e Scan to local folder extended

* End of April — Phase 6

» Canon Agent with SecureScan Cloud Additional Features

 May — Phase 7
« Additional Agents where possible.
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« Artificial Intelligence (Al) refers to the ability of
computer systems to perform tasks that
typically require human intelligence, such as
learning, problem-solving, and decision-
making. In essence, Al aims to create
machines that can mimic human cognitive
functions ~ Al

* |dentify data in print scan jobs?
» Data loss detection/prevention

* Actively being investigated
* How else might it fit into our product suite?
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Questions?
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< RS

OUTPUT MANAGEMENT

Thank You
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Technical Up-date

Mainframe Roadmap
Digitization & Scanning
Customer Stories
Q&A
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